[image: image1.jpg]’I.'. m?;ltands v I Iltloor;shovr;estern

A’ Railway Railway

Operated by West Midlands Trains





[image: image1.jpg]

IT Operations & Applications Support Officer - South

Job Holder:


Vacant

Reports to:


Head of IT
Grade:


A2
Safety Status:

Non-critical


Date version agreed:
27/03/2018




1.  Job Purpose

· To provide a customer focused, reliable and flexible support service for the business. 

· Provide operational and technical IT support which includes applications support to all West Midlands Trains Staff. 
· Enabling Service Areas to operate effectively and efficiently using technology. 

· The roles primary focus will be on sites, services and customers south of Rugby, but on occasions provide support to all.
	2. Safety Details
	

	A.  This job requires Security Clearance (e.g. Running of Special Trains)
	 FORMCHECKBOX 


	B.  The job holder is required to hold a relevant Track Safety competence (e.g. PTS)
	 FORMCHECKBOX 


	C.  This is a Safety Critical Work Post
	 FORMCHECKBOX 


	D.  This is a Key Safety Post
	 FORMCHECKBOX 


	E.  Reference to this job is included in West Midlands Trains’s Safety Certification documents
	 FORMCHECKBOX 


	F.  This job Manages Employees (undertakes specific tasks indicated in the occupational & operational standards manuals)
	 FORMCHECKBOX 


	G.  This job Manages Locations (undertakes specific tasks as indicated in the occupational and operational standards manuals)
	 FORMCHECKBOX 




3.  Dimensions
A.  Financial: None  
B.  Staff: None

4.  Principle Accountabilities
· To provide prompt 2nd Line Infrastructure support from telephone, intranet and email requests to ensure operational problems are resolved as quickly as possible and within the ICT Service Level Agreements. 

· Provide help and guidance to customers of desktop applications and operating systems including, Windows 7, Windows 10, Office 365, MS Office, Intranet, Internet, printing etc in order that they can make maximum use of ICT and make training recommendations where appropriate. 

· Assist with planning, installation, configuration, management, monitoring and troubleshooting of servers as required.

· Ensuring appropriate levels of security, antivirus, encryption, service packs and hot fixes are installed on appropriate systems. 

· Support of specific infrastructure applications including Microsoft Active Directory, Microsoft Exchange, DNS, DHCP, Group Policy and VMWare.
· Day to Day monitoring and support of all servers hosted by the company.

· Monitor and ongoing maintenance of the councils Backup and Recovery Systems.

· Working with vendor support contacts to resolve technical problems within the infrastructure hardware and software.

· To support and at times lead problem investigation to understand the root cause of a faults and lead problem resolution.

· To support and at times lead the implementation of designed solutions including testing and documentation with guidance and ongoing support.

· Follow the change management process to include risk assessment and prioritisation of a deployment and ensure a back-out plan is completed and represent the release management process on the Change Advisory Board (CAB) prior to changes being implemented.

· To plan, manage and maintain ICT assets in desktop, infrastructure hardware and software in order to ensure secure user network access for email, file and print, desktop applications, system client installations and telephone connectivity. 

· To produce standard configurations, documentation and procedures in order to streamline support processes and produce efficiencies within ICT Services.

· Enter all comments correctly into the Service Management system and escalate to other support teams as necessary.

· This post is part of an on-call support rota and the duties and support hours of this are covered within the On Call Standard Operating Procedure


5.  Context
A:  Operating Environment:             

Carry out maintenance activities to equipment in buildings across multiple offices, railway depots and stations. A good working relation with the site employees will be required.  

B:  Framework and Boundaries:              

Carry out support, installation & maintenance activities to IT equipment and applications at company’s railway offices, depots and stations.   

C:  Organisation:

This post has no direct reports


6.  Relationships
A:  Reporting lines

Report to Head of IT. Periodic one-to-ones are carried out to review progress and performance against objectives.
B:  Other Contacts:            

(i)  Within the Company: 

· Group IT Team
· WMT Finance and Contracts Director
· Fellow IT employees

· Employees

(ii)  Outside the Company: 

· Suppliers

· Internal and External Audit teams

7.  Knowledge and Experience

· Knowledge of current computing technologies related to personal computing in a business environment, in particular Microsoft Windows and the Microsoft Office suite of applications. 

· Knowledge of current server products to include Windows Server 2000/2008/2012 and Microsoft Cloud Technologies such as Office 365.

· Strong technical and problem solving skills with a demonstrated ability to perform desktop support in Windows environment.

· Basic understanding of virtualisation technologies.

· Knowledge of operating system and software deployment such as Microsoft Deployment Toolkit.
· Knowledge and experience of good customer service principles and practices.
· Technical service desk support experience supporting a large customer base.
· Strong technical skills and demonstrated ability to perform infrastructure support in Windows and UNIX environments.

8.  Job Challenge(s):

· Diversity of applications and site locations.

· Ability to follow set standards and procedures

· Prioritise the work load and react swiftly and efficiently to business critical related issues.

· Understanding the responsibilities of the Train Operating Company, Network Rail and Third Parties when it comes to attending depot’s and stations. 

· To be flexible and adaptable to wide variety of IT related tasks required to be completed.

9.  Additional Information
None


Job Description





10.  Sign off





Job Holder:………………………………………………..  Date:………………..





Manager:…………………………………………………..  Date:………………..





Nominated Deputies





If this is a KEY SAFETY POST (2D is “checked”) a Nominated Deputy must be identified.  The job holder must ensure that the Nominated Deputy receives a copy of, and is briefed on, this Job Description.





Job title of 


Nominated Deputy: ……………………………………………………………....





Name of 


Nominated Deputy: ……………………………………………………………….





Signature of


Nominated Deputy: ……………………………………………………………….








Date: ………………………………………………………………………………….





As the Nominated Deputy for this post, I confirm that I have been briefed on the requirements of this job.  If there are more Nominated Deputies they should sign further copies of this Job Description.










